Update : 20/07/2023

v MOHAMMAD JAVAD JOSHAN I

Iran, Tehran ¢ +989213236466 * mr.mtwoj@gmail.com ¢ irlinkedin.com/in/ Joshani * github.com/mrmtwoj
PROFESSIONAL EXPERIENCE

Sunny web Team, Iran, Tehran May 2010 — November 2022

Senior Programmer (Php), CEO
® Project manager of 45financial and service systems
® Programming more than 5 service applications, with more than 2.500 users
® Project Manager of Sunny Web Currency Price Web Service with more than 2000 users
°

Spearheaded the Moo application project as project manager, leading a team of 10 developers and analysts;
implemented Instagram analysis tool increasing user engagement by 40% and driving 20% revenue growth.

® Project Manager of Image Company Systems- Agricultural Management
® Gamma Pack Systems Project Manager - Packaging
® Manager and developer of secure crypto exchange system

A cyber-Security, Iran, Tehran Apr 2015 — Present
Security Assessment Expert (Blackbox) researcher
e Carrying out more than 90 non-organizational security assessment projects
e Finding 25 internal organization vulnerabilities worth $700,000 (bug bounty)
O Brands: I Vahid, Apart, Farabi stock brokerage, aloboorse (Eghtesad Novin Bank) Alopeyk, 100 Tahlil , titania
® Software misuse and relicensing Nipper Studio
Designing CTF 2018, Sharif University server test section

14 years of experience - consultant for the top 3 brands in Iran in the field of financial communication
platform security

® Finding vulnerability and exploiting Mikrotik zero day vulnerability 2018 version (<6.40.8)

Learn Files Brand Iran, Mashhad (Telecommuting) December 2020 — October 2021
Security course instructor
® Teaching vulnerability discovery and security exploit programming - meta-exploit in Ruby language -
educational video
e [iltering and analyzing network data with Wireshark software
e Safe programming in PHP language

Naji Research and Development Company Iran ,Tehran January 2022 — Present

Red team at Security Part-time

SKILLS

Network Develop Linux Security

« CCNA * Php « LPIC1 * CEH vl « SEC504 > 1502700

* CCNASecurity  + Python * LPIC2 » CEHFI « SEC301 * CIA Model
* SQL * LPIC 303 . SEC560 . SI\ZASP
*© CSS3 * SEC566 OSSTMAL
« HTML 5

* Bootstrap
¢ Tailwind CSS

Software o JavaScript

* Nipper Studio
* IBM Security Appscan
* Core Impact Security Scanner

* Mobile Security Framework (MobSF)
* Dynamic instrumentation (Frida)
* Metasploit

* Acunetix
* Netsparker
* Nessus

* Burp Suite

+ reporting capability and research .. https://mrmtwoj.ir
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